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Purpose

To provide a snapshot of where we are in 
providing policy support and strategic planning 
that will allow DoD component implementation of 
any biometric solution that fits mission needs.
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Policy

Develop DoD biometrics policy based on:
– Public Law 106-246, July 2000
– DEPSECDEF Biometrics Memo, dated 

27 Dec. 2000
– ASDC3I Memo, dated 19 Jan. 2001

Current Policy Work
• Development of a DoD Directive and Instruction for 

Biometric Technologies (8500.xx)
– Biometrically enable new information systems
– Centralized leadership and coordination
– Application of federal, national, international      

standards, and common commercial practices
– Compliance with the Privacy Act
– Storage of biometric templates

• No storage at locations not controlled by government
• Encryption or protection of templates in the 

repository and during transmission 
• Joint Technical Architecture
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Biometric Policy Review Matrix
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CINC/Service/Agency• Document Review Priority
• Document Review TBD
• BMO Comments Submitted
• Biometric Policy Implemented

DoD CJCS Army Navy AF Marine

Strategic Planning

• Technical and marketing trends
• National security objectives
• DoD Biometrics Vision
• Goals and Objectives
• Milestones
• Services and activities
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DoD Biometrics Vision
For DoD, by 2012, biometrics will be the universally empowering 
technology that ensures the right person with the right privileges has 
access at the right time to support warfighting dominance.
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Timely and effective use of biometrics in DoD  for information
assurance, physical security, and force protection

DoD BMO

Goals and Objectives

• Establish the DoD Biometrics Management 
Office as the premier biometrics information 
and educational resource within DoD

• Institutionalize biometrics into the DoD
business process

• Establish the Biometrics Fusion Center as a 
national resource for biometrics applications

• Develop and recommend DoD policy for 
biometric technologies
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Projected Activity

Introduce biometrics to Service 
organizations

Enterprise acquisitionDevelop and recommend policy 
(DODD & DODI)

Establish interoperability among 
commercial products for Joint 
Service use

Influence DODD 5000 and 6000 
series

Institutionalize BMO & BFC into 
the force structure

Requirements updateInfluence and accept industry 
standards

Establish performance measures

Recommendations for weapon 
systems applications

Collect and update customer 
requirements

Establish T&E capability

Long-Term
(4-5 years)

Mid-Term
(2-3 years)

Short-Term
(1 year)

Test and Evaluation Results
(government, academia, international)

Biometrics Industry
(products)

Services
and

Activities

Inputs

Outputs
(services & products)

Policy
Repository System 

For Templates
Biometrics 

Knowledge Base

Vendors

Customers/Partners

DoD
Components

DoD Component
Requirements
(warfighter)

Services
Management and Planning
Policy Development 
Resource Oversight
Acquisition Support
Education/Training
Assess, T&E Products

Activities
Identify, Integrate, and Test Products
Publish/Maintain Knowledge Base
Establish/Maintain Biometric Repository
Specific Assistance to C/S/A
Assist Requirement Development Process
Fusion and Testing

Government
Agencies

Consulting

DoD BMO

Reports


